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Abstract—With an increasing number of interconnected vehi-
cles, it has become easier for an attacker to gain remote access to
in-vehicle buses like CAN and, hence, security measures become
necessary. However, most existing attempts to secure CAN either
modify the hardware, which leads to increased costs, or apply
encryption/authentication, which negatively impacts the timing
behavior on the bus. In particular, when using authentication,
new data (i.e., an authentication tag) is added, resulting in larger
payloads. As a consequence, multiple CAN frames need to be sent
(instead of only one) for each message, introducing extra delays and
potentially leading to deadline misses. To address this problem, we
propose a safety/security co-design approach based on combining
a technique we call periodically authenticated encryption (PAE)
with plausibility checks. The main idea is to not authenticate each
and every message transmitted on CAN, but only with a certain
configurable frequency. This way, less authentication tags are sent,
which reduces the overhead. Plausibility checks are then used to
determine whether non-authenticated messages sent in between
two authenticated ones have been altered by an attack, e.g., whether
the transmitted values exceed a given range or do not match previ-
ous ones. We then illustrate the benefits of the proposed approach
on two realistic case studies consisting of emergency braking and
adaptive cruise control.

Index Terms—AES, authentication, automotive systems, CAN,
cybersecurity, encryption, plausibility checks, safety, timing
behavior.

I. INTRODUCTION

EHICLES are increasingly communicating with each
V other as well as with roadside and back-end infrastructure.
As connectivity continues to grow in the automotive domain and,
in general, in embedded systems, cybersecurity is becoming
a greater concern [1], [2], [3]. In particular, an attacker can
disturb in-vehicle buses, endangering the safety of passengers
and possibly nearby road participants, especially, during critical
maneuvers such as emergency braking, overtaking, etc.
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As a result, there is a need for increased (cyber-)security on
in-vehicle buses. However, CAN, one of the most popular buses
in the automotive domain, was not designed for this kind of sce-
narios. With limited payload and restricted transmission rates,
CAN does not facilitate encryption and authentication, which
are commonly used for securing communication. Particularly,
encrypting and authenticating increase the size of messages, i.e,
more frames need to be sent leading to longer delays, which may
further jeopardize safety.

Existing approaches to securing CAN either provide an inad-
equate level of security, i.e., lack of encryption [4], [5], [6], [7],
[8], [9] or authentication [10], [11], or require modifying the
CAN protocol and/or its controllers [4], [10], [11], [12], [13],
which significantly increases costs compromising competitive-
ness. This also holds true for more sophisticated networks such
as CAN-FD, FlexRay and Automotive Ethernet.

Contributions: To overcome this issue, we propose an ap-
proach for safety/security co-design on CAN buses. Our ap-
proach consists in combining a technique called Periodically
Authenticated Encryption (PAE) with plausibility checks. Basi-
cally, not every individual message needs to be authenticated, but
authentication is carried out with a given configurable frequency
instead, allowing us to reduce the associated overhead. Messages
sent in between two authentications are validated by plausibility
checks running on the different nodes.

In principle, CAN messages contain single data values rep-
resenting physical quantities, e.g., the vehicle’s velocity, etc.
Such quantities cannot change arbitrarily fast over time, which
is then used by a plausibility check to detect potential attacks.
A plausibility check verifies whether the values contained in the
messages are within an acceptable, i.e., safe, range with respect
to previously transmitted (and authenticated) ones. Clearly, the
higher the authentication frequency, the more overhead there
will be on the bus. However, a low authentication frequency can
lead to malfunction too, since plausibility checks will discard
unauthenticated messages whose transmitted values are out of
range, potentially compromising safety. As a result, the authenti-
cation frequency becomes an important design parameter, which
we investigate in this paper.

We present two case studies consisting of emergency braking
and adaptive cruise control (ACC). In particular, depending on
the case study, we evaluate how the authentication frequency
influences the resulting stopping distances and relative distance
between vehicles and analyze the brake and ACC controller’s
stability when being under attack. Further, we show results
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obtained from experiments performed on real hardware (viz.,
Arduino + CAN-BUS Shield) and from an OMNeT++ sim-
ulation. Based on the latter, we study the impact of different
authentication frequencies on CAN’s communication delay.

Our results indicate that the proposed technique considerably
reduces communication delay on secure CAN buses (as com-
pared to the case of authenticating each individual message).
This allows us to effectively protect the bus against cyberattacks
as detailed next, while still meeting typical automotive deadlines
and, thereby, guaranteeing safety without increasing costs.

Structure of the paper: The paper is structured as follows:
Section II discusses background knowledge necessary in this
paper, whereas Section III presents related work. In Section IV,
we discuss emergency braking and ACC as case studies, which
we later use to explain the proposed approach and further for
validation purposes. The proposed approach for safety/security
co-design on CAN buses is then introduced in Section V. Further,
Section VI presents our evaluation results, while Section VII
concludes the paper.

II. BACKGROUND

This section briefly discusses the necessary background
knowledge for the remainder of the paper.

A. Controller Area Network

CAN is widely adopted in the automotive domain due to its
robustness and, in particular, its low cost. It is a multi-master
bus designed to simplify the wiring harness between ECUs
(electrical control units) of a vehicle.

There are two different CAN versions, which basically differ
in the number of bits used for the identifier (ID), which deter-
mines a frame’s priority. An 11-bit ID is used in standard frames
(i.e., 2048 different IDs are possible) and a 29-bit ID is used in
extended frames [14]. It should be noted that standard and ex-
tended frames can coexist on the same bus and that the proposed
technique in this paper is not affected by whether standard or
extended frames are used. However, for ease of exposition, in
this paper, we consider only standard (data) frames.

One of CAN'’s characteristics is that it implements a bit-
wise arbitration to resolve simultaneous transmissions ensuring
real-time behavior based on a non-preemptive, fixed-priority
scheme [14]. That is, during the transmission of the arbitration
field, if the bus is idle and two or more nodes start transmitting
simultaneously, the node sending a dominant bit at a given
point in time (associated with a logical 0) wins arbitration over
those sending recessive bits (associated with a logical 1). A
dominant bit drives the state of the bus, i.e., the bus will be
in a dominant state independently of what other nodes may
be sending. If a node sends a recessive bit, but the bus is in
a dominant state, the node immediately stops transmitting. That
is, there is another node sending a higher-priority frame. In
other words, the lower the frame’s ID, the higher its priority
will be. Nodes/frames losing arbitration will have to compete
for the bus again after it becomes idle. However, under normal
circumstances, the ongoing transmission of a message that has
already won arbitration cannot be preempted despite its priority.
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There are four types of frames in CAN: remote frame, data
frame, overload frame, and error frame [14]. Remote frames
are used to request data from another ECU/node, data frames
are used to transmit data, overload frames are sent by a node
to indicate that it cannot keep up with the rate at which frames
are being sent, and error frames are transmitted when errors are
detected.

Finally, CAN implements a number of error-signaling mech-
anisms that allow guaranteeing that either all nodes correctly
receive the transmitted data or none of them does. This property
eases the implementation of encryption methods, in particular,
AES in counter mode, as explained later.

B. Encryption and Authentication

Encryption refers to the technique of converting plaintext
(i.e., data) into ciphertext (i.e., unreadable/encrypted data), for
which a key, i.e., a code, is typically used. Encryption techniques
are classified into either symmetric or asymmetric encryption
algorithms [15].

Symmetric encryption algorithms use the same key for both
encryption and decryption. In principle, there are two kinds of
such algorithms: stream cipher and block cipher. Stream cipher
uses a keystream to encrypt or decrypt plaintext bit by bit. Steam
cipher is mostly very fast, however, it requires a sufficiently long
and random keystream, which is difficult to attain [15].

A block cipher takes an input block, i.e., a bit sequence with
fixed length/size, and encrypts or decrypts it yielding an output
block of the same size. Even though block ciphers are more
complex and slower than stream ciphers, they are generally
more secure [16]. In contrast to stream ciphers, if the plaintext
is shorter than the block size, padding needs to be used, which
increases the relative size of the ciphertext over the plaintext.

On the other hand, an asymmetric encryption algorithm uses a
pair of keys: a public key known to all participants and a private
key known only to the key owner. A message that has been
encrypted using a public key can only be decrypted using the
corresponding private key. Asymmetric encryption algorithms
are mostly used in open networks, as they do not require sharing
private keys, where no secure channel is available. The lengths
of the keys are usually much longer in comparison to sym-
metric keys and, as a result, the computational complexity is
increased [16].

Advanced Encryption Standard: AES or Rijndael is a block
cipher encryption algorithm established by the National Institute
of Standards and Technology (NIST) [17].

Since a block cipher such as AES defines only encryption
and decryption processes for a single block, different modes of
operation need to be used in order to establish how to repeatedly
apply the same algorithm on multiple blocks. In this paper, we
focus on the Counter (CTR) Mode and on the Galois/Counter
Mode (GCM), as briefly explained next.

CTR is actually part of GCM, which uses an initialization
vector (IV) combined with a counter to generate a counter block,
which is then encrypted and applied to the plaintext (using an
XOR) to generate the ciphertext. Clearly, the counter needs to
be increased by some amount after each encryption to avoid



4816

patterns being formed. However, the same counter value is
required for both encryption and decryption and, thus, needs
to be synchronized across all participants at all times. In our
case, this can be easily done thanks to CAN’s robustness (i.e.,
either every node/ECU gets a frame or none of them does), so
nodes can increase this counter (by a fixed amount) with every
successful transmission/reception.

The main advantage of CTR is that it does not increase the
relative size (i.e., the number of bits) of the ciphertext with
respect to the plaintext. However, CTR does not provide any data
authentication, which leads us to GCM. GCM is an authenticated
encryption (AE) cipher using CTR to generate the ciphertext
and GHASH to obtain an authentication tag through an XOR
operation with the encrypted and hashed I'V. The authentication
tag is then transmitted together with the ciphertext to ensure both
data integrity and authenticity.

C. Attack Model

We assume that an attacker has no physical access to the
CAN bus, but gains control over a non-critical node through
wireless connection. This is the most probable attack scenario
in the automotive domain, where physical access to the vehicle is
normally not easy to achieve. This allows the attacker, however,
to monitor the bus, replay CAN messages and impersonate other
nodes to send malicious messages with their IDs. The attacker
may perform one or more of the following actions as detailed
next.

e Sniffing attacks (eavesdropping): The attacker can pas-
sively monitor the CAN bus to intercept messages being
sent between different ECUs/nodes. This gives the attacker
access to sensitive information, such as diagnostic codes,
which they could use to compromise the network.

e Spoofing attacks (message injection): The attacker could
actively inject messages onto the CAN bus, posing as a
legitimate ECU, for example, to manipulate sensor read-
ings. This could cause other ECUs to perform unexpected
actions, such as disabling safety features or triggering
actuators.

® Replay attacks: The attacker could capture messages from
the CAN bus and replay them at a later time. This could
cause the system to behave in unexpected ways or allow
the attacker to gain access to sensitive information.

Note that desynchronization attacks like CANCloak [18] re-
quire physical access to the network and are, hence, out of the
scope of this paper. Similarly, we disregard DoS-based attacks
like Bus-off [19] and WeepingCAN [20], which can be dealt
with by message filtering and throttling or by monitoring the
bus traffic to identify and isolate malicious nodes [19], [21],
[22].

We further assume that the attacker does not actually com-
promise any of the critical ECUs' and, thus, has no access
to cryptographic keys, which are typically not accessible in a

I Critical ECUs are those holding the cryptographic keys. Once one of those
ECUs are compromised, the attacker will get ahold of the corresponding en-
cryption keys and there is nothing we can do to protect the system anymore.

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 73, NO. 4, APRIL 2024

vehicle via wireless connection. As a result, only the above
attacks are possible.

In the next section, we discuss existing approaches from the
literature that aim to secure CAN as well as their advantages and
disadvantages.

III. RELATED WORK

There are a number of previously known approaches for
securing CAN against different cyberattacks. Some of them
use techniques to legitimize messages without encrypting their
payload, which results in less overhead at nodes. Approaches
based on sending authentication tags/codes without encryption
are presented in [4] and [7]. More specifically, [4] proposes an
out-of-band, i.e., separate, channel to send a 14-byte hashed
authentication code, which poses the problem that CAN needs
to be modified incurring high costs.

An even longer hashed authentication code that does not
require modifying CAN was proposed in [7]. However, for each
standard message, three additional frames are required to be
transmitted. Although this approach provides a very reliable
authentication, sending four frames per message leads to a
significant delay, which makes it unsuitable for most automotive
applications.

In [6], an approach is proposed that calculates a considerably
smaller 1-byte authentication tag, which is appended to the
original data and sent in the same frame. However, this is not
as secure as with longer authentication tags and restricts the
remaining payload data to at most 7 bytes.

Further, another non-encryption approach proposed in [8]
uses a shuffling algorithm to change bit positions in the payload
of CAN messages, which can only be correctly received by
nodes knowing the shuffling function. This approach, however,
cannot prevent replay/spoofing attacks. Another protocol named
LeiA authenticates messages using a shared key initialized by
the sender and receiver ECUs with a secure key agreement
protocol [9]. The sender ECU computes a hashed message
authentication code (HMAC) (using the shared secret), which
the receiver ECU verifies upon reception. This approach also
requires sending multiple frames, which impacts the timing
behavior on CAN. A detailed analysis of schedulability/timing
behavior considering different authentication schemes on CAN
is presented in [23]. The main advantage of the proposed ap-
proach over the mentioned works is that it allows for trade-offs
between authentication and timing requirements as discussed
later in detail.

Further, an approach against spoofing attacks is proposed
by Matsumoto et al. [11], where each node monitors whether
messages with IDs assigned to it are being sent by other nodes
in an unauthorized manner. If this is the case, the corresponding
node sends error frames to override the unauthorized messages.
In addition, secure protocols for CAN, called MaCAN and
LiBrA-CAN, were proposed in [12] and [13], respectively.
However, similar to [11], these protocols also require modifying
CAN significantly. In contrast, our approach does not require
modifying CAN and, hence, it can be implemented on existing
systems without increasing costs.
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In [5], a similar approach as in [8] is proposed, which uses
asymmetric encryption to establish a session key between ECUs
before attaching an authentication code to the original message.
Without encrypting the payload, unauthorized nodes can eaves-
drop on potentially sensitive data. To prevent this, a concept
based on a stream cipher was proposed in [10], where the
keys need to be generated dynamically and synchronized across
all nodes. However, such a synchronization can be difficult to
achieve without modifying the CAN controller and, in addition,
a stream cipher is known to be less secure than AES, upon
which our proposed solution is built. Asymmetric encryption
is also used by a protocol named vatiCAN, where each node
maintains digital certificates of trusted nodes [24]. Certificates
are exchanged with neighboring nodes and verified against a
set of trust anchors. Another protocol named vulCAN combines
vatiCAN and LeiA; however, this requires changes to legacy
ECUs to support hardware extensions [25], [26].

In [27], a Lightweight Encryption and Authentication Proto-
col (LEAP) based on the RC4 stream cipher [28] is proposed.
Although LEAP introduces encryption and some basic authen-
tication, it is considerably less secure than approaches based on
block ciphers, as the one used in this paper. In particular, we
aim for the best possible trade-off between (cyber-)security and
safety on a CAN bus.

On the other hand, plausibility checks have been mainly
used for detecting errors in different contexts, e.g., in sensor
readings, etc. In [29] and [30], plausibility checks are used to
monitor speed measurements. The use of plausibility checks for
security purposes has also been considered. For example, in [31],
multiple sensor inputs are combined without encryption to detect
anomalies. Similarly, [32] proposes using plausibility checks or
authenticity and integrity checks to reject cyberattacks based
different models. Our work is in line with the latter. However, in
addition to plausibility checks, we propose periodically sending
authentication tags/codes and, thereby, achieve a higher level of
security, as explained next.

IV. CONSIDERED CASE STUDIES

In this section, we introduce two case studies consisting of
emergency braking and ACC, which we use to explain our
proposed approach in the next section.

A. Emergency Braking

Let us consider the example of a two-axle vehicle initially
cruising at a typical highway speed of around 100 km/h, which
undergoes emergency braking. To this end, the brake ECU is re-
sponsible for decelerating the vehicle at its maximum capability
S0 as to minimize the stopping distance.

Fig. 1 shows the forces acting on the vehicle during braking.
As explained in [33], forces in Newtons (/V) generated by the
vehicle’s brakes are acting on the front and rear axles, and are
denoted by F,; and Fy,,., respectively. The aerodynamic force R,
aids in braking and is acting at a height h, (in m) from the road
surface. Similarly, the rolling resistances at the front and rear
axles, denoted by respectively R,y and R,.., also aid in braking.
The weights (in V) acting at the front and rear axles, denoted
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Fig. 1. Brake forces during braking [33].

by Wy and W,. respectively, constitute the total vehicle weight
W . Finally, 6 represents the angle (in degrees) of the road with
respect to the horizontal.

All these forces produce a deceleration d (in m/s?) at the
vehicle’s center of gravity, which is at a height & (in m) from the
road surface. The deceleration can be computed as:

Fy + frWcos(0) + Rq = Wsin(0)  d

W g
where the brake forces at the front and rear axles (F}, s and Fy,. re-
spectively) are combined into one resultant force F}. The rolling
resistances at the front and rear axles (R, y and R, respectively)
are also combined into one resultant force f,.7W cos (6), where
fr is the coefficient of rolling resistance. The grade resistance
W sin (0) has a + sign indicating that it aids braking in an uphill
(+ sign) and opposes it (— sign) in a downhill. The acceleration
due to gravity (in m/s?) is denoted by g.

The force generated by the vehicle’s brakes and the cor-
responding distribution to the front and rear axles determine
the magnitude of the achieved deceleration. Only when the
distribution is in proportion to the corresponding weights on the
axles, the vehicle can decelerate at the maximum rate. However,
vehicles have a fixed brake-force distribution, and hence, de-
pending on the weights on the axles, the maximum deceleration
that can be achieved varies even for the same vehicle.

Even under an optimal brake-force distribution, i.e., in exact
proportions as per the weights on the axles, the achieved decel-
eration when normalized by g cannot exceed the coefficient of
road adhesion p. On dry asphalt surfaces, ;¢ = 0.85 and, hence,
the maximum ‘zachievable deceleration is 0.85 g. On snowy
surfaces, this value reduces to around 0.2 g.

Attack scenario: Let us assume that an attacker injects
spoofed/replayed CAN messages of the accelerometer such that
they contain greater deceleration values than those achieved
by the vehicle. In this case, the brake ECU, unaware of the
cyberattack, relies on the modified accelerometer readings and
applies a lower brake force than the required one. This, in turn,
leads to the vehicle decelerating at a rate below its maximum
capability. As a consequence, the stopping distance increases
potentially leading to a collision with the traffic ahead and
endangering passengers and other road participants.

ey

B. Adaptive Cruise Control

Let us now consider our second example consisting of ACC
on a highway, where the goal is either to keep a safe relative
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. Lead car Relative distance ——— . .

Speed control

Goal: velocity = set_velocity

. Lead car, |«— Relative distance ‘ .

Spacing control

Goal: relative_distance = safe_distance

Fig. 2. Adaptive cruise control (ACC).

distance to the vehicle ahead (i.e., the lead car) or to maintain a
driver-set speed when the lane is free. ACC uses radar sensors
to detect the lead car and adjusts the speed accordingly [34].

As shown in Fig. 2, the relative distance as well as the
safe distance between the two cars are calculated based on the
position of the lead car and the current speed of the ego car.
If the relative distance is larger than the safe distance, speed
control is enabled to adjust the ego car’s speed to the driver-set
speed. Spacing control will be enabled once the relative distance
between the two vehicles is smaller than the safe distance, in
order to slow down the ego car and keep a safe distance to the
lead car.

The distance traveled from a position p with an acceleration
a in (in m/s?) and current velocity v (in m/s) within the time ¢
(in s) can be computed asd =p+v -t + %a 12,

Based on this, we can obtain the relative distance over time
drei (t) between the lead and ego car as follows:

drei(t) = Ap+ Av -t + %Aa-tz, 2)

where Ap, Av and Aa are the differences in position (i.e.,
Dicad — Pego)s Speed (i.€., Viead — Vego) and acceleration (i.e.,
Qlead — Qego between the two cars.

Attack scenario: Let us consider that the ego car, under spac-
ing control, follows the lead car with a constant but lower speed
than that set by the driver, i.e., the relative distance equals the safe
distance. If now the lead car starts accelerating, ACC will switch
to speed control and will also start accelerating the ego car to
reach the driver-set speed. Instead of the lead car accelerating,
let us assume that an attacker injects spoofed/replayed CAN
messages of the relative distance such that they contain greater
distance values than the actual ones. In this case, ACC speed con-
trol, unaware of the cyberattack, relies on the modified distance
readings. It accelerates the ego car to match the driver-set speed,
reducing the actual separation between the cars to a non-safe
distance. As a consequence, a collision can happen endangering
passengers and other road participants.

V. SAFETY/SECURITY CO-DESIGN

In order to deal with the cyberattacks according to Section II
and the attacks in the scenarios described in Section IV, we
propose to use a combination of encryption and authentica-
tion. By applying encryption, sniffing attacks can be effectively
prevented. In addition, the use of counters as in AES-CTR
greatly weakens spoofing and replay attacks, which then become
random and cannot be controlled by the attacker. Moreover,
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[ Calculate | " Plausibility | [ Discard
_authentication tag | check (
Fig. 3. Workflow of the sender and receiver node.

introducing authentication completely prevents spoofing and
replay attacks altogether, however, considerably increasing the
communication overhead.

To overcome this predicament, we propose using Periodically
Authenticated Encryption (PAE) combined with plausibility
checks, which allows for safety/security co-design on CAN
buses. More specifically, only a fraction of the messages on
CAN are authenticated. Message authentication is carried out
periodically with a given configurable frequency, which allows
us to reduce the associated overhead. Unauthenticated messages
sent in between two authenticated ones are still protected by
encryption (i.e., AES-CTR) and verified by plausibility checks
running on the different nodes.

PAE’s workflow in combination with plausibility checks on
both sender and receiver nodes is shown in Fig. 3.

A. Periodically Authenticated Encryption

We consider that CAN messages m,; from the accelerometer
or from the radar sensor to the corresponding ECU, depending
on the case study, are transmitted with a given repetition period
p;. Under PAE, not every instance of m; is authenticated, but
with a given frequency. To this end, we introduce the concept
of authentication frequency, which we denote by ai, where «;
indicates a certain number of consecutive transmissions of m;.
In particular, a frequency of 1 over 1 (short %) implies that every
instance of m; is authenticated. Similarly, a 1 over 10 (short
%) frequency indicates that only one out of ten m; messages is
authenticated, i.e., there are nine unauthenticated m; messages
between the two authenticated CAN messages.

Clearly, a higher authentication frequency will raise the level
of security (since the origin of more messages will be reliably
identified). However, this will also increase the overhead intro-
duced and, therefore, will affect the timing on the bus. In the
worst case, the ECU does not receive reliable updates on m; for
«; — 1 instances, which may compromise safety. For example,
if sensor readings are available every 20 ms — which is a typical
sampling period in the automotive domain, this results in a time
interval of around 180 ms (with variations due to arbitration
on the bus), during which messages are not authenticated. This
means that the authentication frequency should also take safety
requirements into account, which yields the aforementioned
safety/security co-design.
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Encryption: For PAE, we propose using AES in both CTR
and GCM modes to encrypt and/or authenticate data. Since this
is done at each individual node before sending a frame, it does
not require changes in the CAN protocol/hardware and, hence,
PAE can be used on standard networks without (significantly)
increasing costs.

We consider that data is 8 bytes long, i.e., the full CAN
payload is used.? AES-CTR is used to encrypt data without
increasing its size, i.e., the ciphertext has exactly the same
number of bits as the plaintext. Since AES-CTR encrypts data
with a counter that is increased with each message sent, it
prevents sniffing attacks and hinders replay and spoofing as well.
Thatis, stored messages have outdated counter values, which can
be easily detected.

As mentioned before, in addition to AES-CTR, AES-GCM
generates 8-byte authentication tags that are sent periodically.
This makes performing replay and spoofing attacks harder in
comparison to using only AES-CTR. On the other hand, each
authenticated message requires transmitting two data frames,
resulting in an increased overhead with respect to AES-CTR.

Clearly, to implement AES in CTR and GCM mode, not only
the key, but also a set of IVs (initialization vectors) and current
counter values have to be stored on the local persistent memory
of each node/ECU. Since a counter is incremented at the sender
and at every receiver node each time the corresponding message
is sent/received, different IVs and the current state of different
counters need to be maintained for different message IDs. This
implies that nodes can only understand the messages they are
supposed to send/receive, increasing the level of security in the
unlikely case that one of the nodes gets compromised.

B. Plausibility Checks

Plausibility checks monitor one or more variables of inter-
est providing protection against alterations on unauthenticated
messages. We identify basically two types of plausibility checks:
absolute and differential plausibility checks. An absolute plau-
sibility check is defined as follows:

Tmin(') S ‘ﬂ(t” S Tmax(')7 (3)

where T () and T« (+) are thresholds or bounds on a time-
varying parameter [3(¢). Tiin(+) and Tin,x (+) themselves may vary
with the time or mode of operation. If 3(¢) exceeds these bounds
at any time ¢, the plausibility check is set to fail. On the other
hand, a differential plausibility check rather monitors 3(¢)’s rate
of change and is defined as follows:

1B(t1) — B(t2)] < Tais(+), 4)

where t; < t; are points in time and Ty;¢(-) is a threshold/bound
on [3(t)’s rate of change within ¢, — ¢ time units. Ty(-) may
also vary with the time or operation mode.

2Even though this is not a necessary/compulsory condition for PAE, a full
payload increases the level of security, i.e., it becomes harder to crack by brute
force. In most cases, one may opt to add padding bits without considerably
affecting timing. Padding bits may be all zeros, i.e., the actual value of the
message is not changed and padding bits can be easily removed at the receiver
to restore the original message.
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Clearly, plausibility checks, in particular, the thresh-
olds/bounds Tiin(+), Tmax(-) and Ty(-), are very much
application-dependent. As a result, we next discuss the plausi-
bility checks in the context of the case studies introduced before.

Emergency braking: Let us consider the attack scenario de-
scribed in Section IV-A, where altered deceleration values are
injected by an attacker. However, the brake ECU can estimate
of the maximum achievable deceleration based on the vehicle’s
brake-force distribution and loading conditions [33]. This can be
used as an absolute plausibility check. That is, deceleration val-
ues that exceed the vehicle’s maximum deceleration capability
can be discarded by the brake ECU.

In addition, vehicle dynamics can be used for a further
plausibility check. Once emergency braking is initiated, the
commanded maximum deceleration cannot be instantaneously
attained. The ECU initially exhibits a transient behavior dur-
ing which the applied brake force increases in magnitude and
the vehicle’s deceleration gradually reaches its (desired) value.
After this, the ECU performs minor or negligible modifications
to the applied brake force such that the attained (maximum)
deceleration is maintained until standstill.

The duration of the transient behavior depends on the perfor-
mance of the underlying controller running on the brake ECU.
For example, if the controller is designed using the proportional-
integral-derivative (PID) technique, the chosen PID gains impact
the duration of the transient behavior/phase.

For our case study, we assume that this phase lasts for 400 ms.
In other words, once emergency braking is initiated (e.g., at
time 0), the brake ECU continuously receives samples from the
accelerometer through CAN messages every 20 ms.? Based on
this, it increases the applied brake force reaching the maximum
deceleration magnitude at 400 ms. From then onward, the ECU
enters and stays in its second phase of operation, termed steady
state, where the attained maximum deceleration magnitude is
maintained until the vehicle reaches standstill.

In both these phases of operation, if the brake ECU is aware
of the possible changes in deceleration magnitude from one
sample to the next (20 ms in this case), it can use this information
for an additional differential plausibility check. Note that these
possible changes lie within two different ranges of deceleration,
one for each of the two operation phases (transient and steady
state). Hence, deceleration values injected during a cyberattack
can be discarded, if the change in magnitude between two
subsequent samples exceeds the corresponding range.

An example: Let us consider that our two-axle vehicle is
cruising at an initial velocity of 30 m/s (i.e., 108 km/h) on a
flat road (i.e., 8 = 0). Due to its loading conditions and fixed
brake-force distribution, it can achieve a maximum deceleration
magnitude of 7.28 m/s? (i.e., 0.74 g), which constitutes a first
(absolute) plausibility check. That is, if an unauthenticated
message is received with a deceleration value that is greater than
the maximum achievable deceleration, it will be automatically
discarded.

3 A sampling frequency of 20 ms guarantees that all changes in acceleration
can be captured without the vehicle having covered more than 1 m at a speed of
around 100 km/h. Clearly, a higher speed requires a higher sampling rate.
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Fig. 4. Brake ECU deceleration tracking.

During emergency braking, as discussed before, the brake
ECU has two operation phases, i.e., transient and steady state,
as illustrated in Fig. 4. In the transient phase, the possible
change in deceleration magnitude from one sample to the next
lies in the range of 0.07 m/s” to 1.46 m/s>. As a consequence,
if an unauthenticated message is received with a deceleration
value that is increased by a greater amount with respect to the
previously received (and authenticated/validated) value, it will
also be discarded, constituting a further differential plausibility
check.

Similarly, in the steady state, this range is between 0.07 m/s>
and 0.95 m/s?, which makes up our third and last plausibil-
ity check for this case study — also differential. Again, if
an unauthenticated CAN message is received at steady state
with a deceleration value that exceeds the maximum possible
increase with respect to the previous (valid) value, it will also
be discarded.

Adaptive Cruise Control: Let us now analyze the attack
scenario described in Section IV-B, where the relative distance
between lead and ego car is altered by an attacker.

In the worst case, the attacker will spoof relative distance
values such that they change as quickly as possible, since this will
force the ego car to accelerate at its maximum rate to reach the
driver-set speed in the shortest possible time. In reality, however,
any increase in the relative distance, from a time ¢; to a time ¢,,
follows the expression:

Adrel = drel(t2) - drel(tl)7 (5)

with ¢, > t; and d,..;(t) given by (2). This constitutes a differen-
tial plausibility check, as detailed next. In contrast to emergency
braking, the bound in (5) is a time-varying expression, which de-
pends particularly on the cars’ current speeds and accelerations.

An example: Letus consider a Porsche 911 Turbo as alead car,
with one of the highest maximum accelerations among all road
vehicles of 10.5 m/ s2 [35]. Further, the ego car’s acceleration
is in the order of 2.5 m/s?, as per the corresponding ACC
standards [36]. As aresult, the maximum acceleration difference
(Aa) cannot exceed 8 m/ s> —see again (2). If we now consider
that the radar sensor measures the relative distance every 100 ms
— as per ACC standards [36] — and that the two car had an
equal initial speed — as ACC was operating in spacing control,
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an increase in the relative distance cannot be more than 0.04 m
during the first 100 ms. That is, an unauthenticated sensor value
received over CAN exceeding this increase in relative separa-
tion will be discarded. Note again that the maximum possible
increase in relative distance changes over time according to (5),
due to cars having different accelerations and speeds over time.

C. Authentication Frequency

As mentioned above, PAE’s authentication frequency ai is a
configurable parameter. The more messages are authenticated,
the higher the security level, however, also the more communica-
tion overhead is induced. This worsens CAN’s timing behavior,
potentially endangering safety.

Lower bound: We obtain a lower bound on «; based on
CAN’s schedulability analysis [37]. Basically, a CAN message
m; is associated with a transmission period p;, a (maximum)
transmission time ¢, and a deadline d;, within which it needs
to be sent successfully. Given an authentication frequency of
a%, we know that the worst-case transmission time of m;’s k-th
transmission is given by 7/ ,:

1—1 /
Tik
: max 6
El5l- ®

where b; is m;’s blocking time by lower priority messages.
Furhter, the term f%kmaz considers the additional overhead

by authenticated m; messages, whereas [O;;J |¢maz accounts
for the authentication overhead by higher-priority m; messages
with1 <j <i—1.

In order to compute what value of «; allows every transmis-
sion of m; to meet its deadline, let us first find an upper bound on

7} 1., for which we remove the ceiling functions in (6) to obtain:

. k
T;}k} S bi +k'cmam + ( + 1) Cmax

1—1 /
7.
+ (’“ + 1) Conae
- Q5 - Py

which can be solved for r; « to obtain:

k
(Ticmax + Cv,k
1-U;—y

/
Tik >

) (7)
with Ci x = b; 4+ (k — 1)Cmaz +2 - i - Cmaz and U;_; given by
Z’ ! fmaz 4 Zl_ll Zzax. Further, if the right-hand side of
(7) is less than or equal to D;p =d; + (k—1) - p;, my’s k-th
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transmission can always meet its deadline:

k
?Cmam + Ci,k
=

~ < Dz )
1-U;i *

which we can now solve to obtain a lower bound on «;:

k- Cmazx

Dip-(1=Ui ) —Ciy

< ;. ®)
Note that (8) assumes that we know all av; for 1 < 5 < ,1i.e., the
authentication frequencies of m; messages with higher priority
than m;, assuming that messages are sorted in that order. That
is, we need to start computing the «; parameter in the order
of decreasing priority for (8) to be valid. In addition, it is
necessary to compute (8) for all k transmissions of a message m;
withl <k <1+ [“‘#J Here, t;, ., is the longest possible
busy interval on CAN when PAE is used i.e., the longest time
interval without idling given by the fixed point of the following
equation [37]:

—~ [t b
tbusy = Z ’V USTI-‘ Cmaz T Z ’V =Y -‘ Cmax-

=1 | Pi

Upper bound: Similarly, we can obtain an upper bound on «;
by using the concept of plausibility check. Basically, if too few
messages are authenticated, an attacker may alter values causing
malfunction or even damage. For a given time-varying parameter
B(t), let us assume that a maximum deviation of +/3,,,,,. can be
tolerated. Further, let us consider that a differential plausibility
check with a constant threshold given by |Ty; ¢| can be identified
for 5(t). An unauthenticated message arriving via CAN will be
discarded, if it exceeds the previously authenticated/validated
value by more than |Ty; f\. As a result, it will take an attacker
a given number of transmissions to alter 3(¢) for more than
+Bmaz, Which we use to derive an upper bound on a;:

|ﬁmaw|J >
1Pmaz] . 9
{ Tas ) = ©

That is, if more than «; transmissions of m; are left unauthen-
ticated, an attacker can potentially cause malfunction/damage.

VI. EVALUATION

For the sake of evaluating the proposed PAE under different
conditions, we make use of OMNeT++ and MATLAB/Simulink.
First, we analyze how an increasing authentication frequency
affects the communication delay. As expected and shown later
in detail, the communication delay increases with a higher
authentication frequency, since this generates more overhead
(i.e., more frames) on the bus.

Second, we evaluate the impact of breaching cyberattacks
on the stability of emergency braking and ACC in our case
study. We here consider the worst case of a plausibility check
failing to detect altered/malicious messages, i.e., altered values
are pessimistically assumed to always be in the range of ex-
pected values. As discussed later, this impact increases with a
decreasing authentication frequency, since plausibility checks
are exposed for a longer period of time.
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Fig. 5. Implementation on Arduino UNO boards.
TABLE I
TIMINGS IN OUR IMPLEMENTATION
Symbol Description Value [ps]
tpcu | Overhead on the node accounts for CAN stack, etc. 125
toan | Average transmission time of packets sent 250
tacon | Time for encryption/decryption by AES-GCM 878
tcrr | Time for encryption/decryption by AES-CTR 533

A. Communication Delay vs. Authentication Frequency

We compare the average and longest communication delay of
PAE with respect to the case of no encryption (NE) based on an
OMNeT++ simulation of CAN [38], [39] and taking different
priorities into account. CAN’s transmission speed used in our
simulation is 500 kbps, as for most automotive applications, and
the key size for AES is 128 bits.

In the following, we first implement AES-CTR and AES-
GCM on real hardware to realistically assess processing (tpcv)
and encryption/decryption times (tc7rr and tgc s, correspond-
ingly). Further, we consider synthetic and realistic data. We
assume a standard ID assignment, i.e., the two frames of an
authenticated message are assigned the same ID as the original
message. However, other ways of assigning IDs/priorities to
reduce contention on the bus can be used [40].

Implementation: We implemented the proposed approach on
Arduino UNO boards equipped with CAN-BUS Shields, as
shown in Fig. 5. In particular, we let the nodes transmit around
10,000 CAN messages and collected the relevant timing infor-
mation. The resulting average values are presented in Table L.

When using AES-CTR, our approach has an average end-to-
end delay of 1566 s, which results from:

Derr =2 (terr +tecu) +tcan, (10)

where 2 - (torr + tpcv) is the computing overhead on both
the transmitting and receiving node.

When using AES-GCM, our approach has an average end-to-
end delay of 2506 j.s, which is this time given by:

Y

where 2 - (tcom + tpcou) is the computing overhead on the
transmitting and receiving node. Here, two frames are sent over
CAN and, hence, tc4n needs to be accounted for each of the
frames.

Note that tpcoy, torr and toons are rather constant times
that depend on the platform used, whereas ¢~ 4 depends on
CAN’s bandwidth and on contention.

Dgev =2 - (tgem + tecu +toan),
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TABLE II
SYNTHETIC SET OF CAN MESSAGES (ALL MESSAGES HAVE AN 8-BYTE PAYLOAD)
CANID [O |1 |23 [4|S5|6|7 |89 10|11 |12 |13 |14 15 |16| 17 |18 |19
Period [ms]|25[30[35[40|40(50|55|60|65|65|145|150 165|185 | 185|190 (190|220 (225|230
7
’ 1.2 b
6 . 1 '
PAE's longest delay
1
5 PAE's longest delay |
3 206
o 3F 4 o)
A A
PAE's average delay
2 04y — - p---O---\A---8---B - =
NE's average delay
1 PAE's average delay J 0.2 1
INEs R dugy 7 7 = 2 77 ‘ ‘ . | | | | |
111 1/2 1/3 1/4 1/5 1/10 1/100 111 1/2 1/3 1/4 1/5 1/10 1/100
Authentication Frequency Authentication Frequency
() (b)
° 301 ]
P — PAE's longest delay 250 |
20l PAE's longest delay |
'3+ Bl 7
£ £
& 2157 |
<5 <5
a2k 3 A
10+ 1
1 PAE's average delay | 5
Nl_i‘s_avgrggo;ol;y-u ToEm o mEmmo
0 1 1 1 1 1 1 Il 1 1
111 1/2 1/3 1/4 1/5 1/10 1/100 111 1/2 1/3 1/4 1/5 1/10 1/100
Authentication Frequency Authentication Frequency
(©) (d)
Fig. 6. Delay under different authentication frequencies for the synthetic message set of Table II. (a) Average over all priorities (b) The highest-priority message

(i.e., ID 0) (c) An intermediate-priority message (i.e., ID 9) (d) The lowest-priority message (i.e., ID 19).

Synthetic data: We simulated a CAN bus consisting of 20
nodes using an OMNeT++ simulation from the literature [38],
[39]), with each node sending one message. Message periods
were randomly selected between 25 ms and 250 ms. Further, the
payload of all the messages was chosen to be 8 bytes, resulting
in the longest possible transmission time of 250 u.s, as shown in
Table II. The message priorities/IDs on CAN have been assigned
according to Rate Monotonic (RM), i.e., the higher the rate of a
message, the higher its corresponding priority.

We configured this simulation to consider the previously
obtained t oy as well as torr and tgoar where applicable. As
mentioned above, tc 4 depends on the level of contention on
the bus, yielding different communication delays as a function
of PAE’s authentication frequency.

Fig. 6(a) shows both the average and measured longest
delay of the proposed PAE and the case of no encryption

(NE), see again Section V.* The shown curves in Fig. 6(a)
are independent of the message priority/ID, i.e., they show
the corresponding average delays of all messages. Further,
the timing behavior of ID O (i.e., the highest priority), ID 9
(i.e., a middle priority) and ID 19 (i.e., the lowest priority)
are shown in Fig. 6(b) to (d). As expected, both the aver-
age and longest delays decrease rapidly as the authentication
frequency decreases from % to ﬁ, i.e., from the case where
every message is authenticated to the case where only one
over 100 messages is authenticated. It is worth noting that this
improvement slowly stagnates from frequencies of % onward.
Hence, authenticating every third message on the bus might be

4Note that NE’s behavior is very similar to the behavior of only encrypting
(but not authenticating) messages, however, without the overhead induced by

the encryption algorithm.
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Fig.7. Improvement of average and longest delay of % from % authentication
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TABLE III
SET OF CAN MESSAGES IN BMW E9Q [41]
Length | Period s
CAN ID (Bytge s)| (ms) Description
0x0A8 8 10 | Status of torque, clutch and brake
0x0AA 8 10 | Engine RPM and throttle
0x0CO0 2 200 | ABS / Brake counter
0x0CE 8 10 |Individual wheel speeds
0x0D7 2 200 |Counter (related to airbag / seat belt)
0x130 5 100 |Ignition and key status
0x19E 8 200 |ABS / Braking force
0x1A6 8 100 |Speed
Engine temperature,
0x1DO 8 200 Pregssure SCIII)SOI and handbrake
0x21A 3 5000 | Status of lighting
0x26E 8 200 | Status of ignition
0x335 8 1000 | Unknown
0x349 5 200 |Fuel level sensors
0x34F 2 1000 | Status of handbrake
0x380 7 - VIN (vehicle identification number)
0x39E 8 - Set date and time
0x3B4 8 4000 | Status of battery charge and voltage
0x581 8 5000 |Status of seat belt

sufficient to achieve a decent trade-off between timing/safety and
security.

Fig. 7 shows the relative improvement of both average and
measured longest delay when one over 10 messages are authen-
ticated with respect to the case where every message is authenti-
cated. Independent of the message priority/ID, an improvement
of around 30% to 40% can be observed for the average delay.
The longest measured delay is not always improved. However,
in general, we can conclude that rather lower-priority messages
(i.e., IDs greater than 10 in this setting) benefit from a lower
authentication frequency when it comes to the longest measured
delay. This is to be expected because, with a lower authentication
frequency less higher-priority messages are authenticated and,
hence, they can be sent within one frame. Hence, lower-priority
messages are prevented for a lesser time.

Real-world data: We also simulated BMW E90’s CAN mes-
sages as shown in Table III [41]. Again, we used tgcv, toTr
and ¢ as obtained above and analyzed the effect of authenti-
cation frequency on tc 4 v and, hence, on the overall delay with
respect to the NE case.
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Fig. 8(a) shows the combined average and longest measured
delays for message IDs 0x0A8, 0x1D0, and 0x581. The individ-
ual timing behaviors of these messages are shown in Fig. 8(b)
to (d).

As expected, the average delay decreases rapidly as the au-
thentication frequency decreases from % to ﬁ, i.e., from the
case where every message is authenticated to the case where
only one over 100 messages is authenticated. Similar to the
case of synthetic data, it can be noticed that the improvement
slowly stagnates from frequencies of % onward. Fig. 8(b) and
(c) also indicate that there is almost no improvement on the
average delay when authentication frequency drops below ﬁ,
i.e., PAE’s delay gets very close to NE’s delay, for the highest-
and the middle-priority message.

In contrast to average delay, there is no significant improve-
ment of the longest measured delay due to the low bus utilization
by these messages. In general, the higher the bus utilization, the
greater the improvement by the proposed PAE is going to be.

B. Comparison With Related Work

In this section, we compare our proposed approach to the
literature. Approaches like [4], [10], [11], [12], and [13] need
to modify the CAN protocol and/or the CAN controllers. As
a result, they are not comparable to the proposed approach,
since they significantly increase costs and compromise CAN’s
competitiveness over other in-vehicle buses.

Similar approaches to secure CAN without modifying the
protocol itself, like vatiCAN [24], incur an end-to-end delay of
3.3 ms and have a complicated key/certificate management. In
contrast, our proposed approach based on PAE has an end-to-end
delay of 1.5 ms (encrypted) and 2.5 ms (encrypted and authen-
ticated), which leads to an average overhead of 1.7 ms with an
authentication frequency of % and 1.6 ms with an authentica-
tion frequency of % This delay can be drastically reduced, if
encryption is done by hardware instead.

Approaches like [4], [5], [6], [7], [8], and [9] do not offer
encryption and are, as opposed to our approach, vulnerable
to sniffing attacks. Furthermore, approaches like [10] and [11]
do not offer authentication and are hence susceptible to spoof-
ing/replaying. Note that we have purposely forgone any numeric
comparisons with previously known approaches, but rather com-
pare to the case of no encryption/authentication that serves as a
common baseline. Comparisons to this baseline are more objec-
tive and generic than directly comparing individual approaches.

C. Impact of Breaching Cyberattacks

In this section, we investigate the impact of breaching cyberat-
tacks in the context of our case study from above. To this end, we
simulate the full-fledged vehicle model on MATLAB/Simulink
as discussed in Section IV.

We assume that both the accelerometer and radar distance
sensor in our case studies are available and normally send
(unaltered) deceleration values with a certain frequency (i.e., the
sampling frequency). However, both the brake and ACC ECU
are assumed to also receive malicious messages from an attacker.
Whereas authenticated messages can be easily validated under
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Delay under different authentication frequencies for BMW E90’s message set (see Table III). (a) Average over all three priorities (b) The highest-priority

message (i.e., ID 0x0OAS8) (c) An intermediate-priority message (i.e., ID 0x1D0) (d) The lowest-priority message (i.e., ID 0x581).

PAE, the systems are vulnerable to replay/spoofing attacks when
only plausibility checks are in place, i.e., in between two authen-
ticated messages.

As discussed before, plausibility checks establish a range of
plausible/valid values, based on which deviating messages can
be discarded. The messages failing plausibility and/or authenti-
cation checks will be discarded without affecting the application,
since the previous state is maintained, as already explained.
Following messages sent with the same CAN ID will not be
affected by this and will be checked by plausibility or authen-
tication checks depending on the configuration (authentication
frequency). In the following, we assume the unlikely worst case
that the attacker always manages to alter the unauthenticated
messages such that plausibility checks are unable to detect
them. That is, the attacker injects the greatest possible, but still
plausible deceleration values (or relative distance values) with
every update/sample. Depending on the case study, the brake
ECU or ACC ECU receives both the actual value from the
sensor and the altered value from the attacker, but cannot tell
which one is right. We consider at this point that the ECUs
always selects the attacker’s message and ignores the one from
the accelerometer or radar sensor, which again constitutes the

worst case. As a result, in our emergency braking case study, the
brake ECU can be deceived into reducing the brake force, since
it interprets that the vehicle is slowing down at a higher rate than
desired/configured. This attack, hence, ends up prolonging the
stopping distance and, potentially, causing damage. As for our
ACC case study, the ACC ECU can be deceived into accelerating
until reaching the driver-set speed, since it interprets that the lead
car is speeding up at its maximum acceleration. The attack ends
up reducing the actual relative distance between the lead and ego
car to an unsafe value, which may potentially lead to a collision.

Emergency braking: Let us first consider the evaluation results
of our emergency braking case study. Fig. 9 demonstrates the im-
pact of such a cyberattack on the stopping distance as a function
of PAE’s authentication frequency. We consider two different
vehicles, again, on a flat road: One with a maximum deceleration
magnitude of 7.28m/s?, referred to as the best (braking) vehicle.
The other one, referred to as the worst (braking) vehicle, has a
maximum deceleration magnitude of only 4.76m/s.

During the best vehicle’s transient phase, a plausible change
in deceleration magnitude from one sample to the next (which
are separated by 20 ms, as discussed before) is in the range
of 1.46m/s*> to 0.07m/s?. Similarly, in the steady state, this
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Fig.9. Impact of cyberattacks on the stopping distances of two vehicles types.

range is from 0.95m/s? to 0.07m/s. Again, we assume that the
attacker always manages to alter messages by an amount equal
to 1.46m/s? at transient and to 0.95m/s? in the steady state, i.e.,
to the greatest possible change in deceleration magnitude,’ with
the additional constraint that injected values do not exceed the
vehicle’s maximum deceleration magnitude. Otherwise, the at-
tackers messages would be rejected due to failing the plausibility
check.

Let us now consider the case of an authentication frequency
of %, i.e., messages sent with a period of 20 ms are authen-
ticated once every 100 ms. Therefore, from the start of the
maneuver to 100 ms later, the attacker is assumed to suc-
cessfully inject the values —1.46m/s?, —2.92m/s?, —4.32m/s,
and —5.83m/s? at the times 20 ms, 40 ms, 60 ms, and 80 ms
respectively, which are plausible and processed by the ECU.
At time 100 ms, an authenticated message arrives from the
accelerometer containing the vehicle’s actual deceleration, such
that the brake ECU recovers to some extent. The attacker then
keeps injecting altered deceleration values this way, however,
periodically arriving authenticated messages allow bringing the
system back to normalcy. In this case, note that the best vehicle’s
stopping distance is still 71.76 m — see the 2nd bar on the
left-hand side of Fig. 9 — being only 4 m longer than the
stopping distance when no attack occurs (cf. the 1st bar on the
left).

Further, increasing the time duration between two authenti-
cated messages, i.e., decreasing PAE’s authentication frequency,
prolongs the stopping distance when under attack. This is the
case for both vehicle types as, again, observed in Fig. 9. Clearly,
when no authentication is performed, injected false values by the

SNote that, if the attacker would alter the deceleration magnitude to a lower
value, the brake ECU would then apply a greater brake force than what it is
actually necessary, thereby eventually saturating at the maximum brake force
and, as a result, the stopping distance is rather reduced with less or no negative
impact on the vehicle’s braking behavior.
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attacker cannot be compensated at all. In this case, the stopping
distances are the longest for both the best and worst vehicle with
around 150 m and 223 m respectively — see the Sth bar on the
left-hand and the right-hand side of Fig. 9. The same vehicles
under no cyberattack can reach standstill in around 67 m and
100 m respectively, i.e., the stopping distance can be more than
doubled, if PAE’s authentication frequency is set too low. On
the other hand, as discussed before, the higher the authentication
frequency, the more the overhead caused, which may also lead to
malfunction due to missing deadlines on the CAN bus. A good
trade-off in our case study seems to be given by authentication
frequencies between % and %.

Adaptive Cruise Control: Let us now analyze the evaluation
results of our ACC case study with a simulation time of 80 s.
The acceleration and speed/velocity of the lead and the ego car
as well as their relative distance between are shown in Fig. 10
for the case of no attack.

Further, we assume the attack scenario described in Sec-
tion IV-B. Fig. 11 illustrates the impact of such an attack on
the relative distance between lead and ego car as a function of
PAE’s authentication frequency. For this simulation, we assume
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that the ego car follows the lead car on a flat road, that the lead
car has a maximum acceleration magnitude of 10.5m/s*> and
that the ego car’s acceleration ranges from —3.5m/s” to 2.5m/s>
according to [36].

During the attack, a plausible increase in relative distance
is calculated by (5), with a maximum possible acceleration
difference between the two cars of 8 m/ s%, as discussed in
Section V-B. Again, we assume that the attacker always manages
to alter messages the most such that altered messages cannot be
detected by any plausibility check in place.®

Let us now again consider an authentication frequency of
%. This time, however, messages are authenticated once every
500 ms (since, as discussed before, ACC’s sampling period is
100 ms). Therefore, from the start of the maneuver to 500 ms
after, the attacker is assumed to successfully inject the relative
distance values of 0.04 m, 0.16 m, 0.36 m, and 0.64 m at the
times 100 ms, 200 ms, 300 ms, and 400 ms respectively. These
are all in accordance with (5) and, hence, pass the plausibility
check and are processed by the ACC system. At time 500 ms, an
authenticated message arrives from the radar sensor containing
the actual relative distance, such that the ACC system recovers
to some extent. The attacker then continues injecting altered
values successfully, however, periodically arriving authenticated
messages allow bringing the system back to normalcy. In this
case, note that the actual relative distance between vehicles is
still maintained remarkably close to the case of no attack, as
shown in Fig. 11.

Further, increasing the time duration between two authenti-
cated messages, i.e., decreasing PAE’s authentication frequency,
decreases the relative distance between vehicles. As observed in
Fig. 11, clearly, when authenticating only every 100th message,
injected false values by the attacker cannot be compensated well.
In this case, the actual relative distance can become as short
as 23 m, almost half of the relative distance of 40 m under no
attack. On the other hand, as discussed before, the higher the
authentication frequency, the more the induced overhead, which
may also lead to malfunction due to missing deadlines on the
CAN bus. A good trade-off in the ACC case study seems also to
be given by authentication frequencies between % and %, similar
to the results shown in the emergency braking case study. Finally,
note that the relative distance drops down to zero, i.e., a collision
takes place, if no authentication is carried out.

Hardening PAE: We now suggest one modification toward
further hardening PAE against cyberattacks such that negative
effects become minimal.

Now, since most control systems are based on samples sent on
aperiodic basis, we can use that fact to our advantage and define
reception windows for each concerned message based on the
sample period, jitter and transmission delay. More specifically,
unauthenticated messages arriving outside a certain reception
window can be discarded without further ado. Even if one
configures arelatively small reception window, in the worst case,

%Note that, if the attacker would alter the relative distance to a lower value,
the ACC spacing control would be enabled to reduce the speed of ego car until
reaching a safe distance. As a result, the actual relative distance is rather kept in
a safe range with less or no negative impact on the vehicle’s safety.
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Fig. 12.  Impact on stopping distances of two vehicles types when averaging

valid and malicious deceleration values.

the attacker might still manage to send its messages within it;
however, in any case, it will be more difficult this time.

Let us assume that one message from the attacker and, by
design, also the valid message from the corresponding sensor
get through the reception window.” For example, taking con-
tention/jitter on the bus into account, the brake ECU in the
emergency braking case study waits every 20 ms (i.e., every
time a new sample from the accelerometer is expected) for 2 ms
to 3 ms for messages to arrive. If messages arrive after this time
has elapsed, they will be discarded. Once arrived, an average of
the deceleration values from the accelerometer and the attacker
is computed (rather than processing only the attacker’s injected
value as discussed before). Clearly, whenever an authenticated
message is available, its corresponding value is used and no
average needs to be computed. A similar reception window can
be defined for the ACC case study too.

This rather minor modification significantly reduces the nega-
tive impact of cyberattacks on the stopping distance of vehicles,
particularly, in the emergency braking case study as shown in
Fig. 12. Here, the variation in stopping distance between the
cases of no cyberattacks and a ﬁ authentication frequency (i.e.,
with authenticated messages being sent once every 2 s) is below
2 m. This applies for both vehicle types under consideration.
For example, the worst vehicle under no cyberattack can come
to a standstill in 100.30 m. Even under a cyberattack, where
an authenticated message is available only once every 2 s, the
stopping distance increases only to 101.95 m (in comparison to
157.71 m — see the 4" bar from the left for the worst vehicle
in Fig. 9).

7In principle, the attacker can also send multiple messages, flooding the bus,
with the purpose of catching the reception window; however, such a procedure
would rather lead to a DoS than a replay/spoofing attack, which as such is easy
to detect.
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malicious distance values.

Note that the benefit of a higher authentication frequency is
not as prominent as for emergency braking. However, it should
be considered that the experiments in both Figs. 12 and 13 were
carried out under the premise that only one malicious message
arrives with each sample and/or that reception windows are small
enough. If this is not the case and multiple malicious messages
breach through, the resulting average deceleration or relative
distance, depending on the case study, would rather approximate
that in the malicious messages. As a consequence, the result-
ing stopping distances or relative distances would approximate
those in Figs. 9 or 11 respectively, where higher authentication
frequencies lead to significantly better results.

D. Summary of Findings

For both synthetic and real-world data, we achieve the most
significant improvement, i.e., a greatest reduction of over-
head/transmission delay on the bus, when decreasing the au-
thentication frequency from % to % This holds true for both the
average and the longest delay. For an authentication frequency
from % to 1'—0, this improvement gradually decreases, saturating
for an authentication frequency of ﬁ and below.

The degree of the performance improvement depends on
the overall bus utilization. In particular, the higher the bus
utilization, the greater the improvement that is achievable by
varying the authentication frequency. This is because, at a high
utilization, the frequency of messages transmitted on the bus is
already high. Here, sending two frames (i.e., an additional frame
with an authentication tag) for each such message, or only for
a few of them, has a considerable impact on the transmission
delay.

On the other hand, based on our case study consisting of
emergency braking and ACC, we demonstrated plausibility
checks in terms of an acceptable/plausible range of values. We
showed that, even though it is possible to mitigate cyberattacks
by ignoring values outside the plausible range, in the worst case,
an attacker can still breach through. In the emergency braking
case study, breaching cyberattacks can increase the stopping
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distance by several meters, endangering the vehicle’s passengers
and other road participants. In such extreme situations, the pro-
posed hardening technique that establishes a reception window
for messages to arrive and computes the average deceleration
value from the available messages (i.e., from the actual and the
malicious one), considerably restricts the impact of cyberattacks
on the vehicle’s stopping distance to less than a couple of meters.

In the ACC case study, even though the proposed harden-
ing technique also improves the relative distance (especially
for a low authentication frequency), this is less effective due
to the nature of the plausibility check in place. Whereas the
possible variation between consecutive accelerometer readings
is bounded for emergency braking, ACC’s increase in relative
distance varies over time. That is, even though the acceleration
difference between cars is bounded, the speed difference grows
with time from the last authentication. In other words, the longer
the time elapsed, the greater the speed difference and, hence, the
greater the increase in relative distance between two authenti-
cated samples. Depite hardening, the authentication frequency
continues to play an important role for ACC.

E. Discussion

Overhead on ECUs: As discussed in Section V-B, we consider
plausibility checks that consist in verifying that signal/sensor
values are within a given range or below a given threshold.
This can be done with negligible, though admittedly non-zero,
overhead on most ECUs. Assuming that such a verification takes
a constant amount of time C' on a particular ECU, it will then
take n - C' time to process n signals on that ECU, which results
in a linear complexity, i.e., O(n). Whether this is acceptable or
not needs to be decided by the designer.

Recognizing authenticated messages: There are differ-
ent ways to distinguish between authenticated and non-
authenticated, i.e., intermediate messages.

First, one can use separate (different) IDs for authentication
messages, so that the receiver can easily distinguish them from
intermediate messages. For example, one can use the ID mirror-
ing approach proposed in [42].

Second, one can implement a watchdog on the receiver, which
counts the time to the next authenticated message rather than the
number of messages. Once this time has elapsed, the receiver
would expect an authentication message to arrive. Since the
watchdog has to compensate for time deviations, e.g, due to
clock drift, the receiver will have to check all messages arriving
within a given time window. This may have a potentially non-
negligible impact on the computational overhead, if the attacker
send multiple messages within that time window. However, on
the one hand, we expect the time window to be rather small.
On the other hand, we expect the attacker’s messages to have
a rather low arrival frequency, since otherwise this attack will
resemble a DoS attack, for which other defense techniques are
necessary, see Section III.

ACC case study: There are certain scenarios when plausibility
checks may lead to a deviation from the expected ACC behavior.
For example, the plausibility check discussed above may reject
legit messages, if i) the lead car leaves or ii) a new car joins
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the lane to become the new lead, since sensor values may fall
outside the accepted range. If the latter is the case, clearly, the
most (legit) messages will be rejected, if i) or ii) occurs right after
one authenticated message has been received. This results in
the greatest possible deviation from the expected ACC behavior
until the next authentication message arrives.

Assuming a 1/10 authentication frequency, this translates
into a time interval At = 1 s (as per ACC’s sampling period of
100 ms), in which ACC deviates from its expected behavior. In
particular, ACC should have accelerated or decelerated at a rate
a right after 1) or ii) occurs and should have covered a distance
dacc, which is given by: dacoc = v - At + %ﬁ. Here, v is
the speed at which the ego car is traveling when 1) or ii) occurs.

As a result of the proposed periodic authentication, the ego
car covers a distance d,.; that is |Ad| lower or larger than
dacc — depending on whether it should have accelerated or
decelerated. |Ad| is given by: Ad = dyet — dace = A“TM.
Aa is the difference between the actual and the expected ac-
celeration/deceleration.

The worst-case deviation occurs when ACC is caught at a
transition accelerating or decelerating at its maximum when i) or
i) occurs. We then have that |Aa| = 6 m/s?,i.e., the ego vehicle
has to switch from decelerating at —3.5 m/s? to accelerating at
2.5 m/s?, and the other way round depending on whether i)
or ii) is considered. As a result, the worst-case deviation from
the expected trajectory is |Ad| = 3 m, which is actually quite
less compared to the 40 m distance that is usually maintained.
Problems will only arise when a third car enters the lane with an
already unsafe distance.

It should be noted that this deviation is less critical in 1)
than in ii), since ii) may lead to a collision. However, this
should be analyzed at design time in more detail. If necessary,
the designer can further increase the authentication frequency.
For example, an authentication frequency of 1/5 reduces the
worst-case deviation to |Ad| = 1.5 m.

VII. CONCLUSION

In this paper, we proposed a safety/security co-design tech-
nique that we denominate Periodically Authenticated Encryp-
tion (PAE), which is able to protect CAN buses against sniffing,
replay, and spoofing attacks. The proposed technique does not
modify CAN and, hence, it does not incur any additional costs
compared to similar approaches from the literature. The idea
is that altered messages from an attacker can be detected by
plausibility checks, for instance, when a predefined value range
is exceeded. This leads to the fact that not all messages require
authentication, but only those that would otherwise fail to pass
plausibility checks. We introduced the concept of authentication
frequency, which states how often messages are authenticated
under PAE. The higher this frequency is, the higher the level
of security achieved, but also the higher the overhead pro-
duced on the bus, compromising timing/safety. However, on
the other hand, such a low frequency makes the system vul-
nerable to cyberattacks. Based on a number of experiments, we

showed that an authentication frequency between % and %, i.e.,

IEEE TRANSACTIONS ON VEHICULAR TECHNOLOGY, VOL. 73, NO. 4, APRIL 2024

authenticating every second to every tenth message on CAN,
already leads to a good trade-off between safety and security.
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